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INSTRUCTION November 29, 2000 2200.7 FM

Integrated Financial Management Information System (IFM1S)
User Access Policy and Procedures

1. Purpose. Thisingruction establishes the policy and procedures for personnel requesting
accessto FEMA's Integrated Financial Management Information System (IFMIYS). IFMISis
FEMA’s officid Accounting System and asthe officid Accounting System of the Agency, it
maintains dl financid data, and is the source of financia datafor both interna and externa
financid reporting. Thisingtruction aso provides procedures for terminating IFMIS User
Access for personnd who separate from the Agency.

2. Applicability and Scope. Thisingruction is applicableto al FEMA personnd in
Headquarters, regions, field establishments, including disaster field offices and disaster fixed
gtesthat have a need to access the IFMIS. The provisons of this ingruction aso apply to
contractors and personnel from other agencies that require access to the IFMIS while performing
officia duties in support of FEMA’s mission.

3. Authorities.
a. Chief Financia Officers Act (P.L. 101-570).
b. Federd Managers Financid Integrity Act (P.L. 97-255).
4. References.
a. Office of Management and Budget (OMB) Circular A-123, Interna Control Systems.
b. OMB Circular A-127, Financid Management Systems.
c. OMB Circular A-130, Management of Federa Information Resources Appendix I11.

5. Palicy. Itisthe policy of FEMA that al personnd successfully complete an IFMIS Training
Course before being granted access to the IFMIS. The IFMIS Training Course must correspond
with the type of accessrequired. FEMA has established an IFMIS Separation of Duties Standard
that defines FEMA’sinterna control standard for user access privileges. This standard will be
applied to al requests for IFMIS access to ensure Agency assets are protected from fraud, waste,
and misuse.
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6. Background.

a. ThelFMISisacomplex Financid Management System, which consists of the following
9x subsystems

(1) Funding Subsystem;

(2) Cogt Posting Subsystem;

(3) Disbursements Subsystem;

(4) Accounts Receaivable Subsystem;
(5) Generd Ledger Subsystem; and
(6) Property Subsystem.

b. Dueto the complexity of this system, specific training on a subsystem is required to
ensure the accuracy of dataentry, aswell asthe proper interpretation of on-line data and printed
reports from the IFMIS. However, most important is the role IFMIS playsin the internd and
externa reporting of FEMA’sfinancid data. Specificdly, the IFMISis used to maintain and
report the status of funds appropriated to FEMA by Congress. As such, FEMA must
demondtrate sufficient management controlsin IFMIS to ensure that the assets maintained by the
IFMIS are safe from fraud, waste and misuse. This policy establishes and documents
management controls on the IFMIS User Access and Termination Process,

7. |IEMIS Separation of Duties Standar d.

a. Thebasic objective of the IFMIS Separation of Duties Standard is to safeguard the
assets of the Agency by ensuring that no single individua has the ability to complete dl the
IFMIS data entry transactions necessary to disburse Agency funds. This standard is based upon
separaing the IFMIS Cost Posting Subsystem data entry functions into four categories:

(1) Commitments,
(2) Obligations,

(3) Liquidations (including Receiving Reports, Invoices and VVouchers, Advances,
and Expenditures); and

(4) Approving Disbursements.

b. The optimum situation for Separation of Duties in transaction processing, where the
end result will be the disbursement of funds, isto require three separate individuas to complete
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the 3 or 4 steps necessary for a disbursement action. The minimum standard for separation of
duties, in disburang, isto ensure that no single individual has the data entry access ability to
record liquidations and approve disbursements.

c¢. Thisstuation of requiring three individuas to complete the series of transactions
necessary to disburse funds provides the greatest leve of protection againgt fraud, waste, and
misuse in the disbursing process. Conversdly, use of the standard wherein asingle individud is
denied access to the liquidation and gpprova functions represents the minima level of internd
control in the disburaing process. Thisisthe most vulnerable gpplication of the Separation of
Duties Standard. If an organization finds it necessary to use this minimum requirement of the
Separation of Duties Standard, then the organization is required to conduct interna reviews of
this activity to ensure disbursements were completed based on prescribed policies, procedures,
and guiddines.

d. The Office of Financid Management, Financid Systems Divison, Systems
Adminigration Branch (FM-FS-SA) will apply these standards to all requests for IFMIS user
access. Office Managers and Supervisors are responsible for gpplying this standard to all
requests for access before approving the FEMA Form 20-24, IFMIS User Access Control Form
with their sgnature. If aFEMA Form 20-24 is received which violates the Separation of Duties
Standard, FM-FS-SA will delay processing of that form until the access privileges requested
conform to the Separation of Duties Standard.

8. Responsbilities.

a The Office of Financial Management, Financial Systems Division, Systems
Adminigration Branch (FM -FS-SA) will:

(1) Processand maintain dl FEM A Form 20-24 requesting access to the IFMIS and
cancellation of access,

(2) Veify that dl individuas requesting new user access to the IFMIS or individuds
requesting additional access privileges have successfully completed the gppropriate the IFMIS
Training Course for the access privileges requested;

(3) Notify theindividud requesting new access privileges or modification to an
existing account in IFMIS, upon completion of the process,

(4) Egablish and/or modify an individua’ s user account in the IFMIS User
Security Table, by granting the minima access privileges necessary to complete the desred
activitiesinthe IFMIS;

(5) Review the completed FEMA Form 20-24 to verify that the access privileges
requested meet the interna control guidelines defined in this palicy;

(6) Conduct an Annua Audit of the IFMIS Security Tablesto ensure that
established access privileges are properly assigned and documented;
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(7) Edablish and maintain the guidance for applying Separation of Duties
Standards to al requests for IFMIS user access,

(8) Process FEMA Form 30-1, Headquarters Employee Out-Processing Record to cancel
IFMIS account access; and

(9) Provide written notification to the Information Technology Directorate,
Operations Divison, Mount Weather Emergency Assistance Certer (IT-OP-MW) to establish
accessto IFMIS or delete an individud’ s access privileges from the IFMIS.

b. Thelnformation Technology Directorate, Oper ations Division, M ount Weather
Emergency Assistance Center (I T-OP-M W) will:

(1) Edtablish and/or delete IFMIS User accounts, as required, based on notification from
FM-FS-SA.

(2) Assst FM-FS-SA with completing the Annud Audit of IFMIS Users.

c. Personnel requesting accessto |FM IS mugt:

(1) Successtully complete a Certified IFMIS Training Course that corresponds
with the type of IFMIS access requested;

(2) Review the Separation of Duties Standard in this ingtruction prior to completing the
FEMA Form 20-24;

(3) Complete and sign the FEMA Form 20-24, then submit the form to their Manager for
sgnature gpproval;

(4) Submit the approved FEMA Form 20-24 to FM-FS-SA for processing. The form can
be submitted viamail, fax or hand ddivery;

(5) Review the IFMIS Password sdlection and creation procedures contained in
thisingtruction (see paragraph 12); and

(6) Maintain the secrecy of their IFMIS Password, and not share their password with
others. Willful disregard for this provison will result in immediate revocation of dl IFMIS
access privileges.

d. Agency Managers and Supervisors must:

(1) Review and gpprove, with signature, all FEMA Form 20-24 for members of their saff
and contractor personndl;

(2) Apply the Separation of Duties Standard to al FEMA Form 20-24 presented for
approvd,



November 29, 2000 FEMA Instruction 2200.7

(3) Assst FM-FS-SA with completing the Annud Audit of IFMIS users. Participation
will require Agency Managers and Supervisorsto review alist of IFMIS usersidentified as
members of their organization, to validate access needs and privileges, and

(4) Complete and approve the FEMA Form 20-24 requesting the cancdllation of IFMIS
access for contractor personnel who no longer require access.

e. Regional Operation Support Divison and Fixed Site Administration Offices must
collect and fax FEMA Form 30-1a, Employee Out-Processing Record to the Headquarters
Office of Financid Management, Financid Systems Divison, Sysems Adminigtration Branch
(FM-FS-SA).

9. Training. Itisrequired that an individua complete an IFMIS training course that
corresponds with the user access privileges requested on the FEMA Form 20-24. The
individud’ s access privileges may be limited based upon successfully completing the training.

(For example: If the individua completes the IFMIS Cogt Posting View Only Training Course,
FEMA will limit thet individud’ s access to viewing IFMIS Subsystems and Printing Report and
deny al access requests for transaction processing until an IFMIS Transaction Processing Course
has been completed.) Listed below are the IFMIS training course curricula designed to meet the
training needs of FEMA’s diverse user community (see FEMA Employee Training Cataog or
contact FM-FS-SA for course dates):

a View Only Training. Thistraining courseis designed for individuas who
require access to view IFMIS data online and print IFMIS reports. Successful completion of this
training course will enable a user to view dl subsystems and print reports.

b. Surge Processing Training. Thistraining course is desgned for individuads who
are required to post or record a specific financia transaction to the IFMIS in support of disaster
response and recovery activity. Successful completion of thistraining course will enable an
individua to post a specific transaction, generaly a disbursement or expenditure transaction, and
print reports. Thistraining is primarily redtricted to personnel at the Office of Financid
Management, Disaster Finance Center.

c. Disaster Fied Office (DFO) Transaction Processing Training. Thistraining courseis
designed to address the needs of individuds responsible for recording financia transactionsat a
DFO. Successful completion of thistraining will enable an individua to record IFMIS
transactions commonly performed at a Disaster Field Office. These transactions include
commitments, obligations, receiving reports, and view subsystemns and print reports.

d. Transaction Processing Training. Thistraining courseis designed for
individuals who require data entry accessto dl functions of the Cost Posting Subsystem.
Successful completion of thistraining enables a user to access dl data entry functions of the
IFMIS Cogt Posting System.  The data entry functions include processing commitments,
obligations, advances, receiving reports, invoices/vouchers, expenditures, and print reports.




FEMA Instruction 2200.7 November 29, 2000

10. Proceduresto Establish or Modify |FM 1S User Access.

a Theemployee requesting IFMIS access must complete the FEMA Form 20-24. The
requesting individua must limit their access privileges to conform to the Separation of Duties
Standard contained in this paolicy, and then submit the completed form to their Office
Manager/Supervisor for signature approval.

b. The Office Manager/Supervisor must review the FEMA Form 20-24 to ensure the access
privileges requested are required, and meet the Separation of Duties Standard contained in this

policy.
c. Theindividud requesting IFMIS access or the individud’ s Office Manager/Supervisor
must submit the approved FEMA Form 20-24 to the FM-FS-SA for processing.

d. FM-FS-SA will review the FEMA Form 20-24 for sgnatures, verify the requesting
individud’s IFMIS Training Requirement, apply the Separation of Duties Standard to the access
privileges requested, and gpprove the form with a Sgnature.

e. FM-FS-SA will natify the Information Technology Directorate, Operation Divison,
Mount Westher Emergency Assistance Center (IT-OP-MW) to establish a user account for al

approved requests, if necessary.

f. FM-FS-SA will establish a user account or modify an existing user account in the
IFMIS Security Table, based on the access privileges approved on the FEMA Form 20-24.

g. FM-FS-SA will notify the requesting individua thet the IFMIS user account update
process has been completed. In addition, FM-FS-SA will provide login assistance to new users,
asrequired.

h. FM-FS-SA will file and maintain the gpproved FEMA Form 20-24.

11. Proceduresfor Personnd Separating from FEMA.

a Headquarters. Personne separating from FEMA HQ, Federal Center Plaza,
mug vigt the FM-FS-SA, as directed by FEMA Form 30-1, FEMA Headquarters Employee-Out
Processing Record. FM-FS-SA will do the following:

(1) Sign and make acopy of the FEMA Form 30-1,

(2) Review the IFMIS Security Table to determine if the separating employee has
accessto the IFMIS;

(3) Cancd al IFMIS access privileges by removing the user’ s name from access
to dl functions of the system. The copy of FEMA Form 30-1 will be placed in the user’sIFMIS
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Access File Folder. If the separating employee does not have access privileges to IFMIS, a copy
of the FEMA Form 30-1 will befiled in a Generd File; and

(4) Notify Information Technology Directorate, Operations Divison, Mount
Wesather Emergency Assstance Center (IT-OP-MW) to delete the IFMIS Users Account from
access to the IFMIS.

b. Regions, Field Establishments, DFOs, and Fixed Sites. The Regiona Operation
Support Dividgon, or Site Adminigtrative/Personnel Office will fax acopy of the FEMA Form
30-1a, Employee Out-Processing Record Form to the FEMA HQ, FM-FS-SA for processing.
FM-FS-SA will do the following:

(1) Review the IFMIS Security Table to identify if the separating employee has
accessto the IFMIS.

(2) Cancd dl IFMIS access privileges by removing the usar’ s name from access to all
functions of the IFMIS. The copy of the FEMA Form 30-1awill be placed in the user’sIFMIS
Access File Folder. For individuals who separate from FEMA and do not have IFMIS access,
the copy of Employee Out-Processing Record Form will befiled in a Generd File.

(3) Natify IT-OP-MW to delete the IFMIS User Account from access to the
IFMIS.

12. Selecting and Creating a User Access Password. FEMA mugt maintain sufficient controls
on access to the IFMIS. The following procedures are recommended in sdlecting and creating a
user access password:

a Sdect apassword, which congsts of a minimum of Sx characters and a maximum of
eight characters, whereas one or more character is a number or specia character.

b. Avoid sdecting your name, or your IFMIS User’s Name as your password. Use
of your first, middle, last name and/or your IFMIS User’s Name can easily be guessed by other
individuds.

c. When sdecting an IFMIS password, consider using a combination of upper and
lower case characters to increase the protection offered by the IFMIS Password Function. The
IFMIS Password Function is case sengtive which, when used in combination with the guidance
noted above, grestly maximizes the protection IFMIS can offer. (For example: the password
“gpalee’, “ Spalce’ and “SpalCe” would appear as different passwords in IFMIS, though the
letters and number are dl in the same positions).

13. Forms. Thisindruction prescribes use of the following forms which may be obtained from
Printing, Publications and Graphics Branch, Program Services Divison, Operations Support
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Directorate. The asterisk (*) indicates forms that may be obtained eectronicdly through FEMA
Website at http://docnet.fema.gov:

a *FEMA Form 20-24, IFMIS User Access Control Form
b. FEMA Form 30-1, FEMA Headquarters Employee-Out Processing Record

c. FEMA Form 30-1a, Employee Out-Processing Record Form

/s
PatriciaA. English
Acting Chief Financid Officer

Attachment



